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Course Summary

Lectures

In total, 30 lectures were presented: 8 by visiting experts, 3 by Course Counsellors, 13 by ad hoc
lecturers, 4 by the faculty, 1 by an ad hoc professor, 1 by the Deputy Director.

During the first two weeks of the Course, an introductory lecture series entitled "Criminal Justice
System of Japan" (C.J.S.J.) was presented by the UNAFEI professors and an ad hoc professor
from the National Police Agency of Japan. During the fifth week, the Deputy Director lectured on
current crime trends in Japan

Five distinguished criminal practitioners from abroad served as UNAFEI visiting experts for an
average of two weeks. They lectured on issues relating to the main theme. They also contributed
significantly to the Course by encouraging discussions after their own lectures, participating in the
discussions of the other programmes, and conversing with the participants on informal occasions.
Also, 13 ad hoc lecturers represented various government agencies, universities and research
nstitutes.

The lecturers and lecture topics are listed on pages 6 and 7.

Individual P .

Durnng the second through fourth weeks, each participant delivered a one-hour Individual
Presentation, which introduced the actual situation, problems and future prospects of his/her
country. These papers were compiled into a book entitled "COUNTRY REPORTS FOR THE
GROUP TRAINING COURSE IN CRIME PREVENTION" and distributed to all the participants.
The titles of these Individual Presentation papers are listed on pages 8 and 9.

Group Workshops

Group Workshops further examined the subtopics of the main theme. The participants were
divided into three groups. Each group elected a chairperson(s) and rapporteur(s) to organize the
discussions. The group members seriously studied the designated subtopics and exchanged their
views based on information obtained through personal experience, the Individual Presentations,
lectures and so forth. Nineteen sessions were allocated for Group discussion.

In the sixth week, Plenary Meetings were held to discuss the interim outline of the Group
Workshop reports and to offer suggestions and comments. During the final Plenary Meetings in
the ninth week, drafts of the Group Workshop reports were examined and critiqued by all the
participants and the UNAFEI faculty. Based on these discussions, the Groups further refined their
reports and presented them at the Report-Back Session, where they were endorsed as the reports of
the Course. Summaries of the Group Workshop reports are provided on pages 10 through 17.

Visits and Special E

Visits to various agencies and institutions in Japan helped the participants obtain a more practical
understanding of the Japanese criminal justice system. In addition to the Course's academic agenda,
many activities were arranged to provide a greater understanding of Japanese society and culture
with the assistance of various organizations and individuals, including the Asia Crime Prevention
Foundation (ACPF) and the Fuchu Rotary Club. For more detailed descriptions, please refer to
pages 20 through 23.
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I would like to offer my sincere congratulations to all the participants for their successful
completion of the Training Course made possible by their strenuous efforts. My hearty gratitude
goes to the visiting experts and ad hoc lecturers who contributed a great deal to the Training
Course's success. Furthermore, I appreciate the indispensable assistance and cooperation extended
to UNAFEI by the various agencies and institutions which helped diversify the programme.

A warm tribute must be paid to the Japan International Cooperation Agency (JICA) for its
immeasurable support throughout the Training Course. At the same time, I must express great
appreciation to the Asia Crime Prevention Foundation (ACPF) and its branch organizations for
their substantial contributions.

I also wish to thank the various community organizations and individuals who provided the
participants with the opportunity to experience various aspects of Japanese culture, in particular the
Fuchu Rotary Club and the International Soroptimist Tokyo Fuchu for their continuous
contributions to UNAFEI activities.

Lastly, I owe my gratitude to all the individuals whose unselfish efforts behind the scenes
contributed significantly to the successful realization of this Training Course.

Upon returning to their home countries, I genuinely believe that, like their predecessors, the
strong determination and dedication of the participants will enable them to contribute significantly
to the improvement of their respective nation's criminal justice systems, and their society as a whole.
For the participant who was the first to represent his country at UNAFEI, I sincerely hope that the
future brings new additions to the UNAFEI family from Gambia.

Finally, I would like to reiterate my best regards to the participants of the 110th
International Training Course. I hope that the experience they gained during the Training Course
proves valuable in their daily work and that the human bonds fostered among the participants,
visiting experts, lecturers and UNAFEI staff continue to grow for years to come.

November 1998
) %dm Le
Toichi Fujiwara
Director, UNAFEI
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THE 110TH INTERNATIONAL TRAINING COURSE

“EFFECTIVE COUNTERMEASURES AGAINST ECONOMIC CRIME AND
COMPUTER CRIME”

Course Rationale

In recent years, business activities, such as commercial and financial trading, have
expanded dramatically both domestically and internationally, and new technologies
(epitomized in transportation, telecommunications and computer networks) have developed
with equal rapidity. Despite the unquestionable benefits of such advancements, these trends
also have been manipulated for illegal purposes, thereby significantly increasing the scale,
transnationalization sophistication of crime. The interrelated offences of economic crime and
computer crime are particular forms of great concern in today's society.

The nature and scope of economic crime is incredibly diverse and includes such
manifestations as:

slarge-scale fraud relating to finance, future commodities and real estate
transactions,

«breach of trust committed by executives of enterprises and large-scale
embezzlement committed by employees,

sunjust enrichment through unfair price fixing of commodities, illicit manipulation
of stock prices and insider trading, and

«fraud with securities and counterfeited credit cards.

The detection, investigation and prosecution of economic crimes such as those
mentioned above are impaired significantly by various factors including the complexity of the
transactions used to effectuate these offences and the limited expertise of criminal justice
officials in these fields. Moreover, the reluctance by the victims to report such crimes for fear
of negative business repercussions, such as the loss of consumer confidence, further frustrates
and delays detection.

Computers are widely utilized in the activities of commerce and banking as well as in
the life of ordinary citizens. Regrettably, the advancement of computer technology has
facilitated also various crimes, whether as instrumentality of crime (e.g., economic crime,
forgery, copyright infringement of intellectual property and pornography) or the target of
crime (e.g., unauthorized access and damage to or modification of computer data/programs).

Considering the extensive damage that can be caused in 3n instant worldwide by crime
facilitated by computer technology, a proper and immediate response by criminal justice
agencies to computer crime is indispensable. However, since such crimes are relatively new to
many countries, responsive legal frameworks, including what conduct should be criminalized,
has not been specifically developed to date. Even if such legal framework is effectuated,
difficulties will ensue undoubtedly in the investigation and prosecution of these crimes due to
the limited knowledge of criminal justice officials about computer-related crime and
technological problems stemming from the vulnerability of computer systems to sabotage,
particularly as to the identification of offenders and the collection of evidence.



The organization for economic Co-operation and Development (OECD), the Council
of Europe and the United Nations have discussed extensively computer crime, thereby
producing guidelines for policy makers and legislators. Moreover, the "Meeting of Justice and
Interior Ministers of The Eight" (known as G8) issued a communiqué delineating principles
and an action plan to combat high-tech crimes, such as the enhancement of investigation and
prosecution skills, a review of domestic legal systems to ensure the appropriate criminalization
of abuses of computer systems, re-consideration of effective mutual legal assistance in criminal
matters, and the development of new technologies to collect critical evidence.

It is noted that threat posed by the proliferation of both economic and computer crimes
to the sound development of a nation, as well as the international community has been severely
underestimated. Thus, the appropriate stringent control and prevention measures for these
crimes should be introduced as soon as possible. To this end, it is imperative for criminal
justice agencies to understand thoroughly the current situation of these crimes; to establish a
proper legal framework to address such crimes; to develop more advanced techniques
commensurate with the nature of these crimes; and to enhance international criminal justice
cooperation in this regard.

This International Training Course will focus primarily upon economic crime.
Nevertheless, bearing in mind the interrelationship between computer crime and economic
crime, computer crime will be discussed in relation to economic crime as well as from a
general perspective. In this Course, economic crime will refer only to those crimes which arise
during or in relation to economic activities for the purpose of obtaining monetary profits.
Specifically excluded will be traditional theft and crimes (e.g., robbery and extortion) in which
such profits are obtained through violence.

Discussion Guidelines

To facilitate discussions, the following guidelines were provided to focus the
participants throughout the Training Course (Individual Presentations, Group Workshops,
etc.).

A Economic and Computer Crime
1. Actual situation of economic crime in each country;
2. Problems in investigation and prosecution of economic crime and their
countermeasures;
3. Crime prevention measures to control economic crime;
4. Actual situation of computer crime in each country (If yet to be cnrnmahzed the
perceived impact or damage of such crime);
5. Problems in collecting evidence of computer crime and their countermeasures;
6. Legal framework and crime prevention measures to control computer crime.



LETTER FROM THE DIRECTOR

It is my privilege to inform the readers of the successful completion of the 110th
International Training Course on, “Effective Countermeasures against Economic Crime and
Computer Crime” from 31 August to 20 November 1998.

In this Training Course, we welcomed 16 overseas and 12 Japanese participants: 10 from
Asia, 2 from Latin America and 4 from Africa. They included police officials, public prosecutors,
judges and other high-ranking officials. I am particularly delighted to have welcomed a participant
representing Gambia for the first time.

As this newsletter will demonstrate, this Training Course was definitely productive. It
consisted of Individual Presentations, Group Workshop Sessions, visits to relevant criminal justice
agencies, and presentations by visiting experts and ad hoc lecturers.

The 110th Course endeavored to explore the best means to more effectively combat
economic and computer crime by discussing the strengthening of criminal justice systems. This was
accomplished primarily through the comparative analysis of the current situation and problems in
the participating countries. Our in-depth discussions enabled us to put forth effective and practical
countermeasures to such problems, so as to improve the fight against economic and computer
crime.

We all agreed that the successful combat of economic and computer crimes will not be
easy, particularly in light of the fact that in recent years, such crimes have become serious, and
significantly increased in scale, transnationalization and sophistication. The threat posed by
the proliferation of both economic and computer crimes to the sound development of a nation,
as well as the international community has been severely underestimated. Thus, the
appropriate stringent control and prevention measures for these crimes should be introduced
as soon as possible. To this end, it is imperative for criminal justice agencies to understand
thoroughly the current situation of these crimes; to establish a proper legal framework to
address such crimes; to develop more advanced techniques commensurate with the nature of
these crimes; and to enhance international criminal justice cooperation in this regard.

This Training Course provided a forum for the exchange of information and views on how
the criminal justice agencies in the respective countries detect, investigate and prosecute economic
and computer crime cases, as well as the problems and difficulties encountered in that regard.
Discussions also highlighted the importance of establishing a more efficient system and effective
countermeasures, and the need to increase international cooperation in this field in order to
eradicate such crimes.

Our common interest in eradicating economic and computer crime at both national and
international levels motivated our in-depth study and produced results beneficial to us all. I have no
doubt that the valuable outcome produced in this Course will enable all of us to face such
challenges more resolutely.



Lecture Topics

Deputy Director's Lecture

Mr. Masahiro Tauchi, Deputy Director, UNAFEI
+Current Crime Trends in Japan

Criminal Justice System in Japan (C.J.S.J.) Lectures

1))

2)

3)

4

3)

Mr. Haruhiko Higuchi, National Police Agency
*Police Organization System in Japan

Ms. Tomoko Akane, Professor, UNAFEI
*Cnminal Justice System in Japan: Prosecution

Mr. Hiroshi litsuka, Chief of Training Division, Professor, UNAFEI
*Criminal Justice System in Japan: The Courts

Mr. Shinya Watanabe, Professor, UNAFEI
*Criminal Justice System in Japan: Corrections

Kayo Konagai, Chief of Information and Library Service Division, Professor, UNAFEI
*Cniminal Justice System in Japan: Rehabilitation in the Community

Visiting Experts' Lectures

1

2)

3)

4

Mr. Donald Kenneth Piragoff (Canada)
*Combating Credit Card Crime: Enacting Effective Criminal Laws
*Search and Seizure of Computer

Mr. Lee, Tae-Hoon ( Republic of Korea)

*Economic Crimes in Korea

Mr. Soh Thiam Sim (Singapore)

*Effective Countermeasures against Economic Crime and Computer Crime
Mr. John D. Arterberry (United States)

*Economic Crime and the Global Economy: Understanding the Threat and Identifying
Effective Enforcement Strategies and Countermeasures.

Course Counsellor

1)

2)

Mr. Slawomir Redo (United Nations) ]
*United Nations and Effective Countermeasures against Economic and Computer Crime

Mr. Peter Grabosky (Australia)

*Crime in Cyberspace

*The Prevention and Control of Economic Crime
+Citizenship Co-Production and Corruption Control



3) Mr. Shn L. C. Amamathan (India)
Crimes Related to Computer Network
*Economic Crime in India

Ad Hoc Lectures

1)  Mr. Masayo Hirao, Deputy Director, Special Investigation Division, Executive Bureau,
Securities and Exchange Surveillance Commission, Tokyo, Japan
*Violation of the Securities Exchange Law: Current Situation and Problems in Japan

2)  Mr. ShuzoYamamoto, Deputy Director, Special Investigation Department of the Tokyo
District Public Prosecutors Office, Tokyo, Japan
-Criminal Cases Investigated by the Special Investigation Department of the Tokyo
District Public Prosecutors

3) Mr. Takahiko Iiri, Superintendent, Assistant Director 2 Investigation Division,
Criminal Investigation Bureau, Tokyo
*Economic Crime in Financial Institutions

4)  Mr. Kunio Mikuriya, Director of Enforcement, Customs and and Tariff Bureau, Ministry
of Finance of Japan
*Combating against Customs

5)  Mr. Mamoru Izumisawa, Director, Management and Planning Division, Investigation
Bureau, Fair Trade Commission, Japan
*Antimonopoly Act Guide Book

6) Mr. Hideo Arai, Director, Criminal Investigation Division, Examination and Criminal
Investigation Department, National Tax Administration, Japan
*Criminal Investigation System and Actual Circumstances of Tax

7)  Mr. Akira Nakata, Public Prosecutor, Tokyo High Public Prosecutors Office, Japan
*Computer Related Crime in Japan

8) Mr. Chin Fook Leong, Deputy Director, Public Affairs Department, Singapore Police
Force
*Crime Prevention: A Community Policing Approach

9)  Mr. Kunihiro Matsuo, Director General, Criminal Affairs Bureau, Ministry of Justice of
Japan
*Criminal Justice Issues

10) Mr. Takashi Nonoue, Counselor, Criminal Affairs Bureau, Ministry of Justice of Japan
*Current Situation and Countermeasures against Economic Crime in Japan

11) Mr. Mikio Itoh, Assistant Director of Life Environment Division, Life Security Bureau,
National Police Agency, Japan
*Modus Operandi of Large Scale Economic Crime in Japan

12) Mr. Kiyoshi Yasutomi, Professor of Law, Keio University, Japan
*Upon Subject Toward Safe Network Society Realization

13) Mr. Shikita, Chairman, ACPF

*The Role of ACPF in the Prevention of Crime



Individual Presentation Topics

Overseas Participants
1)  Mr. Saadi Lahcene (Algeria)

Effective Countermeasures against Economic Crime and Computer Crime
2)  Mr. Md. Mahfuzur Rahman (Bangladesh)

Effective Countermeasures against Economic Crime and Computer Crime
3)  Mr. Ramon Crespo Carrilho Machado (Brazil)

« Effective Countermeasures against Economic Crime and Computer Crime
4)  Mr. Mao Borin (Cambodia)

« Effective Countermeasures against Economic Crime and Computer Crime
5)  Ms. Wang Yabin (China)

» Effective Countermeasures against Economic Crime and Computer Crime
6)  Mr. Marino Francisco Sagot Somarribas (Costa Rica)

» Effective Countermeasures against Economic Crime and Computer Crime
7)  Mr. Burama Dibba (Gambia)

» Effective Countermeasures against Economic Crime and Computer Crime
8)  Mr. Mahavir Singh Bali (India)

« Effective Countermeasures against Economic Crime and Computer Crime
9)  Mr. Patrick Ochieng Obimo (Kenya)

*The Kenyan Situation on Economic Crime
10) Mr. Wasana Sisaykeo (Laos)

» Effective Countermeasures against Economic Crime and Computer Crime
11) Mr. Kedar Paudel (Nepal)

Effective Countermeasures against Economic Crime in Nepal
12) Mr. Asif Nawaz (Pakistan)

e Crime Prevention/Criminal Justice Administration in Pakistan
13) Mr. Wilfred Vizon Lapitan (Philippines)

« Effective Countermeasures against Economic Crime and Computer Crime

The Philippine Expernience
14) Mr. Choi, Joon-Weon (Republic of Korea)

*Economic Crime and Computer Crime in the Republic of Korea
15) Mr. Jeshop Remember Shabangu (South Africa)

*Economic Crnime in South Africa
16) Mr. Torsak Buranaruangroj (Thailand)

*Economic Crime and Its Countermeasures in Thailand



Japanese Participants
17) Mr. Shinji Iwayama (Japan)

«Effective Countermeasures against Economic Crime and Computer Crime
18) Mr. Takahiro Maeda (Japan)

«Effective Countermeasures against Economic Crime and Computer Crime
19) Mr. MasahikoMotoyoshi (Japan)

«The Reality of Probation Supervision in Japan from the Perspective of a Bribery Case
20) Mr. Tetsuo Nagakura (Japan)

«Effective Countermeasures against Economic Crime and Computer Crime
21) Mr. Akihide Nakamura (Japan)

The Present Situation of the Community-Based Treatment of Economic Crime Offenders
22) Mr. Hiroshi Narikawa (Japan)

*Obscenity Crime in Cyberspace
23) Mr. Tetsuo Ogura (Japan)

*The Actual Condition of and Countermeasures for Economic Crimes by Boryokudan
24) Mr. Shuji Ohta (Japan)

*The Usage of Computers in Japanese Juvenile Training Schools
25) Mr. Yoshihiro Ono (Japan)

Treatment of the Prisoners Who Committed Economic Crime or Computer Crime
26) Mr. Teru Tamguchi (Japan)

Effective Measures to Deal with Economic Crime and Computer Network Crime
27) Mr. Atsushi Tohyama (Japan) )

*Role of the Japanese Maritime Safety Agency and Case of Economic Crime at the Sea
28) Ms. Kiyoko Yokota (Japan)

*Economic Crimes in Japan-Fraud Targeting Individual Investors and General Consumers
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Group Workshop Sessions

The following section summarizes the Group Workshop reports. The full text of the reports

will be included in UNAFEI Resource Material Series No. 55.

Group 1
ECONOMIC CRIME DAMAGING GOVERNMENT AND THE NATIONAL
ECONOMY
Chairperson Mr. M. S. Bali (India)
Co-Chairperson Mr. Jeshop Remember Shabangu (South Africa)
Rapporteur Mr. Kedar Paudel (Nepal)
Co-Rapporteur Mr. Takahiro Maeda (Japan)
Members Mr. Mao Borin (Cambodia)
Ms. Wang Yabin (China)
Mr. Shinji [wayama (Japan)
Mr. Masahiko Motoyoshi (Japan)
Mr. Atsushi Tohyama (Japan)
Mr. Wasana Sisaykeo (Laos)
Advisers Professor Hiroshi litsuka (UNAFEI)
Professor Shinya Watanabe (UNAFEI)
Professor Shoji Imafuku (UNAFEI)
Report Summary

L. INTRODUCTION

A common conscience has begun to emerge in the world that is creating a joint front
to fight economic crime. Tax evasion, smuggling and money laundering have become the tools
of the economic criminal with corruption playing the part of oil for the smooth running of the
machine. Keeping in mind this view, the group studied the following types of economic crime
particularly in participating countries, with a view to assessing its prevalence, the impact on
the government and economy, and the difficulties encountered in its investigation, prosecution,
trial and countermeasures.

I. Corruption

II. Tax Evasion

II. Smuggling

IV. Money Laundering

II. CORRUPTION

Corruption in public and corporate life has assumed serious dimensions particularly in
many countries of the developing world. Aspects of corruption like bribery, abuse of authority,
political corruption and embezzlement of public money exist in varying degrees in countries
like Bangladesh, Cambodia, China, India, Japan, Korea, Laos, Nepal, Pakistan, Philippines and
South Africa. Although anti-corruption laws and penal provisions exist in the statute books of
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some of these countries, problems in the criminal justice system, as well as at the level of
governments and societies, make implementation less effective than should otherwise be the
case.

Lack of political commitment and transparency, and weak internal controls and audits,
are drawbacks which have encouraged corruption in the administration. At the same time, lack
of ethical standards in the society, non- adherence to codes of conduct by public servants,
chartered accountants and tax experts, coupled with poverty, shortage of essential supplies,
and inadequate pay structures, are factors which have generated an environment for
corruption and compounded the problems of enforcement. In the field of criminal justice,
problems have been encountered in the areas of independence and neutrality of the
investigating and prosecuting agencies, difficulty in gathering information and evidence,
shortage of courts, and the requirement of proving a case beyond a reasonable doubt. The
problems have resulted in large number of non-guilty judgements thereby de-motivating
enforcement agencies and the public on one hand, and resulting in lack of deterrence for
corrupt on the other.

At the level of government, efforts have to be made to make the administration
transparent by scrapping secrecy laws and mobilizing public co-operation in fighting
corruption. The criminal justice system must ensure investigations and trials are conducted
freely, fairly and expeditiously. International co-operation is required to speedily extradite the
corrupt who have taken shelter in other countries.

IIl. TAX EVASION

Crimes of tax evasion and smuggling are found in significant proportion in most
countries referred to above. The governments of these countries have been deprived of vital
revenues needed for economic development. Their economies have also been damaged due to
the presence of large scale unaccounted funds leading to the creation of parallel economies.
Tax shelters, faulty fiscal policies and lack of deterrence in the implementation of tax laws
have encouraged tax evasion. The criminal justice system has not been effective in curbing tax
evasion due to corruption in the tax administration, lack of modern accounting skills amongst
investigators, and absence of reporting requirements of transactions by financial institutions.
To correct these weaknesses, a sharp edge has to be given to the tax administrators by
computerizing tax records, creating financial databases, and public education.

IV. SMUGGLING

Besides interfering with government revenue, anti-social smuggling consisting of
drugs, firearms etc. has created serious social and political problems within countries. To curb
smuggling, close co-ordination between enforcement agencies within a country both in
information sharing, and in organization of joint operations, must be ensured. As smuggling is
a transnational crime, information sharing and joint operations at the international level are
extremely essential to attack smuggling syndicates from both ends. International forums like
the Asia- Pacific Maritime Safety Agencies forum, the World Customs Organization and
UNDCP have played a useful role in bringing together enforcement agencies of various
countries 1n their related fields.
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V. MONEY LAUNDERING

Proceeds of drug related crimes are an important source of money laundering world
over. Tax evasion and violation of exchange regulations play an important role in merging the
ill-gotten money so as to obscure its origin. In some parts of Asia, launderers use illegal
underground banking called ‘Hawala’ as it leaves no paper trail. In recent years, money
laundering has also surfaced in various developing countries. Most countries have criminalized
the laundering of drug related money and are now in the process of extending the same to
other crimes.

Tax havens, free trade zones, and cash rich big businesses have been used to launder
funds. Absence of effective regulatory provisions of these and other non-banking financial
institutions, bank secrecy regulations and recent advances in information technology relating
to electronic transfer of funds, has made the job of tracing money laundering operations
extremely difficult. In addition to instituting controls and imposing reporting requirement s of
transactions, sophisticated methods of pre-shipment inspection, creation of financial data base
agencies, and legislation in the area of digital money transfer are the steps to be contemplated
for combating the crime of money laundering.

VI. CONCLUSION

The study of economic crime both from theoretical and practical aspects has the
common objective of making the world safe and secure for free trade and commerce, and for
ensuring stability of national economies. The task requires educating the public about the
danger facing economies from actions of economic criminals and thereby ensuring
international co-operation in controlling economic crime.



-13 -

Group 2
ECONOMIC CRIME AGAINST THE PRIVATE SECTOR
Chairperson Mr. Asif Nawaz (Pakistan)
Co-Chairperson Mr. Teruo Taniguchi (Japan)
Rapporteur Mr. Patrick Ochieng Obimo (Kenya)
Co-Rapporteur Mr. Marino Francisco Sagot Somarribas  (Costa Rica)
Members Mr. Saadi Lahcene (Algeria)
Mr. Ramon Crespo Carrilho Machado (Brazil)
Mr. Tetsuo Nagakura (Japan)
Mr. Tetsuo Ogura (Japan)
Mr. Yoshihiro Ono (Japan)
Advisers Deputy Director Masahiro Tauchi (UNAFEI)
Professor Tomoko Akane (UNAFEI)
Professor Ryosuke Kurosawa (UNAFEI)
Report Summary
L. INTRODUCTION

This group workshop was assigned the issue of economic crime against private
enterprise. It was agreed that the group would consider crimes where private enterprise is the
victim. However, it was felt that at times crime against private enterprise would have an effect
on investors.

It was noted that economic crime is rampant in both developing and developed
countries and is eating at the very core of society. It is vitiating the business atmosphere, and
the public in general is losing faith in the regulatory apparatus of the state/criminal justice
system.

The group decided to tackle the subject by discussing the actual situation of economic
crime in various countries. For this purpose, crimes against private enterprise were
categorized as follows:

A. Breach of Trust by Executive/ Staff of Enterprise, Embezzlement by Executives/
Staff of Enterprise, Fraud/ Fraudulent Management by Executives/ Staff of Enterprise/
and others

B. Infringement of Intellectual Property Rights

C. Counterfeit Credit cards/ Prepaid Cards

D. Computer related Crime

Facts and figures were gathered to ascertain the prevalence of crime in the countries
studied. Additionally, case studies were undertaken to identify problems faced by criminal
justice officials at various stages in the criminal justice process including investigation and
prosecution. The difficulties commonly faced and proposed solutions were categorized as
follows:
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A. Globalization of Crime.

I Difficulti

The world is now characterized by unprecedented mobility of information, finance,
goods, services and people. This globalization has also provided opportunities for criminals to
operate transnationally. Consequently, criminals commit crime in one country and find safe
havens elsewhere in the world.

Even if one were able to mobilize the law, the chances of locating an offender,
obtaining extradition, and launching successful prosecution or recovering compensation,
would be almost impossible. . The operation of different laws in different countries further
accentuates the problem

2. Countermeasures

International cooperation in the field of criminal justice administration should be
enhanced. Governments should enter into bilateral and multi-lateral treaties for extradition of
offenders and ensure mutual legal assistance. In the absence of treaties, governments can co-
operate with each other on the basis of the reciprocity principle. Having common training
programs encourages informal contacts between law enforcement officers of various countries.

B. Lack of Technical Expertise

I Difficulties/Probl

Modemn information systems provide an effective means by which offenders can
communicate in order to plan and execute their activities. Emerging technologies of encryption and
high-speed data transfer can greatly enhance the capacity of criminal organizations to place their
communications outside the reach of police. The offenders are able to disguise their identities
through the use of complex electronic technologies. Computer technology requires knowledge
beyond the expertise and skills of most investigating officers. Furthermore, complex commercial
and financial transactions require special knowledge of these laws/operations and therefore,
criminal justice officers find it difficult to successfully prosecute offenders.

2, Countermeasures/Solutions

Criminal justice officers may be trained in the latest technologies, and provision may be
made for hiring the services of experts to assist investigators. Services of investigators from
regulatory bodies like the Secunity Exchange and Surveillance Commission (SESC) may be
sought to assist police Investigators.

C. External Influence in the Criminal Justice System

I Difficulties/Probl

Most developing countries have remained under colonial yoke. The political authorities in
developing countries inhented that legacy but political institutions, being nascent, were not strong
enough to put the system on the right track i.e. ensuring the rule of law and democratic control of
the criminal justice system. Instead, political authorities attempted to gain control over criminal
justice officers to perpetuate their rule. Thus criminal justice officers were made to act as servants
of the political executives rather than the custodians of the rule of law. This has bred corruption in
the system and created a gap between criminal justice officers and the public resulting in loss of
support/cooperation from the citizenry.
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2. Countermeasures/Solutions

Criminal justice officers may be provided operational autonomy by institutional
arrangements so as to insulate them from external interference. The concept of accountability of
officers, both external and internal, should be strengthened. This will restore the confidence of the
public and also help earn their cooperation in combating crime.

D. Lack of Cooperation by Victims with Criminal Justice Officers

1 Difficulties/Probl

Business enterprises are reluctant to report crime committed against them to police for
fear of negative business repercussions. Employees of these organizations are also not
prepared to report against their colleagues/seniors. Further, corruption in the criminal justice
system of developing countries erodes the confidence of the public in the system.

2. Countermeasures/Solutions

Close co-operation between government and industry will help in building the
confidence of entrepreneurs in the criminal justice system. Better training of officers and
operational autonomy will bring professionalism to criminal justice officers and earn them the
confidence of the public.

E. Poor Coordination Amongst Various Agencies.

1 Difficulties/Probl

It has been noted that many a times regulatory agencies like the Central Bank, Corporate
Law Authority, Income Tax Bureau and other financial bodies detect fraud/crimes, but they do not
pass on this information promptly to investigation agencies, resulting in destruction of evidence and
missing material witnesses.

2. Countermeasures/Solutions

Organizing common training courses with officers from different fields will promote
understanding among various organs of the state. Such interactions also help to establish
personal contact points in the event of actual investigation and 