
iii

INTRODUCTORY NOTE. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .    vii

PART ONE

WORK PRODUCT OF THE 140TH 
INTERNATIONAL TRAINING COURSE

“The Criminal Justice Response to Cybercrime”

Visiting Experts’ Papers
• An Introduction to Cybercrime
   by Dr. Marco Gerke (Germany) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .       3

• Managing Large Amounts of Electronic Evidence
   by Mr. Joel Michael Schwarz and Co-Authors (USA). . . . . . . . . . . . . . . . . . . . . . . . . . . . .    32

• Rethinking the Storage of Computer Evidence
   by Mr. Joel Michael Schwarz and Co-Authors (USA). . . . . . . . . . . . . . . . . . . . . . . . . . . . .    42

• The Current Situation and Countermeasures to Cybercrime and Cyber-Terror  
in the Republic of Korea

   by Mr. Junsik Jang (Republic of Korea) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .    46

• Best Practices in Cybercrime Investigation in the Republic of Korea
   by Mr. Junsik Jang (Republic of Korea) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .    57

Participants’ Papers
• The Criminal Justice Response to Cybercrime
   by Mr. Elcio Ricardo de Carvalho (Brazil). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .    64

• Current Situation and Issues of Illegal and Harmful Activities in the Field of  
Information and Communication Technology in Pakistan

   by Mr. Syed Abbas Ahsan (Pakistan) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .    70

• Country Report on Cybercrime: The Philippines
   by Mr. Gilbert Caasi Sosa (Philippines) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .    80

• The Criminal Justice Response to Cybercrime: Thailand
   by Mr. Santipatn Prommajul (Thailand). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .    87

Reports of the Course
• Issues and Measures Concerning the Legal Framework to Combat Cybercrime
   by Group 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .    98

• Challenges and Best Practices in Cybercrime Investigation
   by Group 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  107

CONTENTS



iv

PART TWO

WORK PRODUCT OF THE ELEVENTH 
INTERNATIONAL TRAINING COURSE ON THE CRIMINAL JUSTICE 

RESPONSE TO CORRUPTION

Visiting Experts’ Papers
• The United Nations Convention against Corruption: Its Relevance and Challenges   

in Its Implementation
   by Giovanni Gallo (UNODC) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  115

• National Anti-Corruption Strategy: the Role of Government Ministries
   by Tony Kwok Man-wai (Hong Kong) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  133

• Investigation of Corruption Cases
   by Tony Kwok Man-wai (Hong Kong) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  140

Participants’ Papers
• The Criminal Justice Response to Corruption – Bangladesh Perspective –
   by Ms. Jahanara Pervin (Bangladesh). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  146

• Effective Legal and Practical Measures in Combating Corruption
   by Mr. Tshering Namygel (Bhutan) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  153

• The Criminal Justice Response to Corruption (In the Context of Nepal)
   by Mr. Rajan Prasad Bhattarai (Nepal). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  160

• The Criminal Justice Response to Corruption
   by Mr. Shreelal Poudel (Nepal) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  165

PART THREE

WORK PRODUCT OF THE 141ST 
INTERNATIONAL SENIOR SEMINAR

“The Improvement of the Treatment of Offenders through the Enhancement  
of Community-Based Alternatives to Incarceration”

Visiting Experts’ Papers
• Community-Based Alternatives to Incarceration in Thailand: Current Trends and  

Future Prospects
   by Kittipong Kittayarak (Thailand) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  173

• Community-Based Alternatives to Incarceration
   by Christine Glenn (United Kingdom). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  190



v

• Improving the Treatment of Offenders through the Enhancement of Community 
-Based Alternatives to Incarceration: The Philippine Experience

   by Ismael Juanga Herradura (Philippines) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  199

• Community-Based Alternatives in Sentencing
   by Bala Reddy (Singapore) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  220

Participants’ Papers
• The Improvement of the Treatment of Offenders through the Enhancement of 

Community-Based Alternatives to Incarceration
   by Boitumelo Makunga (Botswana) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  235

• The Criminal Justice Response to Crime Prevention - Guyana
   by Fay Ingrid Clarke (Guyana) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  256

• Enhancing Crime Prevention through Community-Based Alternatives to  
Incarceration

   by Leo S. Carrillo (Philippines) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  265

• Overcrowded Prisons and Present Practices and Experiences in Relation to 
Community-Based Alternatives to Incarceration

   by Jagath Abeysirigunawardana (Sri Lanka). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  279

• Measures against Overcrowding in Uruguay’s Jails, Prisons and Reform Centres
   by José Enrique Colman (Uruguay) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  287

Reports of the Seminar
• The Use of Community-Based Alternatives at the Pre-Trial and Trial Stages to  

Reduce Overcrowding in Prisons
   by Group 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  306

• Effective Measures to Improve the Treatment of Offenders through the  
Enhancement of Community-Based Alternatives to Incarceration at the  
Post-Sentencing Stage

   by Group 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  312

APPENDIX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  321




